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Data Protection of Stored Information 
 
All information stored within GS Premises is done so following the Data Protection Act (1998). No unauthorised 
access is permitted to any stored information and access is only available to those with permission.  
 
Paper-based Information 
 
Financial Information  
All information relating to financial records for GS Group and suppliers are kept in the finance office in lockable 
filing cabinets.  These documents and records are for the attention of finance staff and the Managing Director 
only.  
 
Job files (Pre & Post Contract and Maintenance)  
These contain information provided to us via main contractors and clients and hold information relating the 
kitchen of a new or existing site.  All files are stored within the office in filing cabinets for each of the directors and 
salesmen at pre-contract stage and then transferred to post-contract files once the orders have been received.  
 
Maintenance contracts are stored in cabinets within the Engineering department.  
 
All Information is stored following procedures and handled in a sensitive manner with only relevant staff 
members allowed access. 
 
Archived information  
Any confidential information from files that are no longer needed is put into black bags and stored in a locked 
store room ready to be collected. Shredding is done once per year by an external contractor. 
 
All information relating to post-contract files are kept and stored in a secure locked room for up to 12 years. 
 
Small completed job information is stored for two years and can then be destroyed. 
 
All financial information is stored in a locked store room and kept for 6 years + the current year. 
 
Electronic Information  
 
All information stored on GS Group’s computerised network is stored in three separate groups, one for each 
company – GS Catering Equipment Ltd, GS Engineering (UK) Ltd and Award Refrigeration & Air Conditioning Ltd.  
 
All employees have their own login and password details to access their network area. Once logged in employees 
can access the electronic files for their customers and jobs. 
 
Electronic Data is secured via an internal Firewall which blocks certain know ports and external access, the 
firewall segments data traffic down a dedicated data VLAN, any guest access is blocked from this non routable 
vlan. 

 
Virus Protection is through a centrally managed ESET Endpoint protection engine, which issues virus database 
updates automatically to each client and servers, scans are scheduled daily. 
 
Passwords are all 8 characters with at least one of each mixed uppercase, lowercase, numeric & special character, 
they are changed 90 days and not repeatable for 18 months. 


